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ABSTRACT
When seeking to obtain insights from massive amounts of data, su-
pervised classification problems require preprocessing to optimize
computation. Among the various steps in preprocessing, feature
selection (FS) empowers machine learning methods only to receive
relevant data. We propose hybrid FS methods using unsupervised
classification, statistical scoring, and a wrapper method. Among our
tests using twelve dataset problems, the increase in performance
from our novel method against existing FS methods represents an
advancement in supervised classification.
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1 INTRODUCTION
In the past decade, more digital and accessible data has been pro-
duced than ever before in human history [55]. Machine learning
is being used to enhance the usefulness of large amounts of struc-
tured data across business, industry, academia, and recreational
pursuits. Applications across these diverse areas have been opening
windows for analysts to find correlations between variables which
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may change processes in these areas as well as improving our lives
[42].

One of the critical challenges in classification lies in FS, which
is to provide only the most pertinent and least redundant data
to the algorithm. When calculating the size of data, the cardinal-
ity of samples is multiplied by the cardinality of features. If there
are irrelevant features, it unnecessarily multiplies the data needed
in processing. When the amount of data is unnecessarily multi-
plied, the computation time and memory usage may exponentially
increase while running classification algorithms. Irrelevant data
decreases accurate prediction and performance. When time and
memory are increased for training the model, the financial bur-
den of utilizing machine learning will hinder innovation in useful
applications. The optimal result of applying FS is an increase in
classification performance.

To address the above-said problem, we considered three existing
hybrid FS approaches and developed a hybrid FS method. Our ap-
proach is called Clustering Optimization with Mini-batch K-means
and Cross-validation (COMB).

In developing a new hybrid FS method, we have considered stan-
dard FS methods such as Homogeneity and Recursive Feature Elim-
ination (HRFE), Random Forests Feature with Recursive Feature
Elimination (RFRFE), and Scalar Vector Machine with Recursive
Feature Elimination (SVMRFE), a control case without FS, and are
compared with our hybrid solution. All the proposed and standard
FS methods have been tested using twelve test cases. Our evaluation
metrics were accuracy, precision, F1-score, ROC-AUC, and cardinal-
ity of features. During experimentation, the COMB hybrid method
has consistently performed well compared to other FS approaches.

Organization of the paper: Section 2 presents various related
works of the standard methods. In seciton 3, we present background
information of our method. In section 4, we explain our experiment
methodology. After we discuss our results in section 5, we share
our conclusion in section 6.

2 RELATEDWORK
Researchers have explored three principal approaches for feature
selection, namely the filter, the wrapper, or a hybrid approach.

Filter Approach. Filter methods are FS algorithms with statis-
tical evaluation criteria. A filter method scores each feature in a
dataset. After scoring, an algorithm tests these scores against the
desired criteria to determine which features are kept or discarded.



The threshold score usually determines the feature inclusion deci-
sion. Pearson’s correlation coefficient [18], mutual information [5],
chi-squared [19], linear discriminant analysis [32], linear regression
[8], and logistical regression [47] are some statistical methods used
as criteria for FS. From statistical methods, researchers derived FS
methods such as the following: Joint Mutual Information (JMI)[54],
Fast Cluster-Based FS Algorithm (FAST)[49], Minimal Redundancy
Maximal Relevance (MRMR) [37], and Double Input Symmetrical
Relevance (DISR) [27]. Even though the filter approach may be
quicker than other approaches, these approaches do not verify their
results with a classification algorithm to improve their selected
features.

Wrapper Approach.Unlike the filter method, which only scores
each feature against the class label using a statistical method, a
wrapper method tests the accuracy of a classification model to de-
termine whether to keep or discard a feature in the subset for the
final model. When it meets the stopping criteria, the method will
have selected the final features. Early variants of wrapper methods
tested the features using a naive Bayes approach [22]. Because of
its efficient time complexity, novel FS methods are still incorporat-
ing naive Bayes such as Naive Feature Selection (NFS) [4]. Some
methods which utilize other classification methods are the Cosine
Similarity Measure Support Vector Machines (CSMSVM) [11], a Ge-
netic Algorithm and Logistical Regression (GA-LR) [20], and Local
Maximization and Floating maximization (LM-FM) [23]. In 2015,
Panthong and Srivihok proposed four new methods Evolutionary
selection and Bagging and Naive Bayes (OBDT), Evolutionary selec-
tion and Bagging and Naive Bayes (OBNB), Evolutionary selection
and AdaBoost and Decision Tree (OADT), and Evolutionary se-
lection and AdaBoost and Naive Bayes (OANB) [33]. Their study
tests an evolutionarily optimized selection and utilizes a heuristic
search for FS. The optimized selection preceded bagging [9] or Ada
boosting [15] with naive Bayes or decision trees to evaluate the
feature subset. In Panthong and Srivihok’s experiments, the gain
in accuracy only improved upon the results of existing FS methods
in datasets with small dimensionality, which were only 3 out of
the 14 datasets. There were less than ten features in each of those
three datasets. There are also recently implemented methods such
as RFRFE, and SVMRFE that use recursively eliminates the lowest-
ranked features of the random forest or SVM classifier respectively
[45] [56]. Wrapper methods may involve combinations of classifi-
cation methods to improve accuracy, yet they may also increase the
average running time complexity for datasets with a large number
of features.

Hybrid Approach. A hybrid method combines both a filter
method and a wrapper method as part of the FS process. Like filter
methods, statistical methods provide relational information about
each sample’s features with its classification label. As a wrapper
method does, the hybrid method also uses classification to test the
validity of the entirety of the features in simulated models [17].
Some hybrid methods implement evolutionary approaches such as
Cellular Learning Automata with Ant Colony Optimization [46],
Binary Black Hole Algorithm (BBHA) with RF ranking [35], Biog-
raphy Algorithm with Support Vector Machine (SVM) [24], and
Harmony Search [48]. Venkatesh and Anuradha implemented a
hybrid method that combines the wrapper method RFRFE with a
mutual information filter [53]. One of the latest hybrid methods

used for FS on large datasets while proving high accuracy is Homo-
geneity and Recursive Feature Elimination (HRFE) [13]. For each
feature, HRFE uses k-means to cluster each sample with a unique
sample label. The homogeneity score is considered between the pre-
dicted labels for all samples using one feature and the actual labels.
Each feature is then sorted in descending order before beginning
recursive feature elimination. The subset with the highest random
forest accuracy are the selected features. Other hybrid FS algorithms
include Correlation-Based Hybrid Feature Selection (CBHFS) [34],
random forests feature importance [21], and Mini-Batch Normal-
ized Mutual Information (KNFI & KNFE) [41]. The existing hybrid
method limitation is that there is no balanced cross-validation done
while testing the classification accuracy.

3 PROPOSED APPROACH
3.1 Preliminaries
Mini-batch K-Means. K-means groups data points into y clus-
ters. First, it places y centroids randomly among the dataset. For
every data point, the algorithm takes the Euclidean distance for
each of they centroids. The calculation of the Euclidean distance is
mathematically represented as shown below in equation 1.

Y (y, z) =
√
(w1 −w2)2 + (x1 − x2)2 (1)

wherew and x are the coordinates of a cluster centroid,y, and a data
point, z [30]. The algorithm clusters the data point with the nearest
centroid. The mean of each cluster’s data points is the respective
centroid’s updated coordinates. The algorithm terminates when
the adjustment of centroids stops changing [3]. Since the mini-
batch k-means variant uses subsets from the input, it has a quicker
CPU runtime than k-means for larger datasets [2]. Therefore, some
applications display mini-batch k-means’ advantage over k-means
[14].

Completeness & Homogeneity. Completeness provides a score
to test if all class members are within a given cluster, and homo-
geneity provides a high score when each cluster only contains data
points, which are all of the same class [39]. The conditional en-
tropy of the clusters determines the completeness score given by
the class assignment divided by the entropy of the cluster. If the
entropy increases, the element of surprise increases. Completeness
is symmetrically related to homogeneity. Completeness may be
represented as shown in equation 2:

COM = 1 −
E(H ,C)

E(H )
(2)

HOM = 1 −
E(C,H )

E(C)
(3)

E(H ,C) = −
C∑
c=1

H∑
h=1

nc ,h
n

log
nc ,h
nc

(4)

E(H ) = −
H∑
h=1

nh
n

log
nh
n

(5)

where COM is completeness, HOM is homogeneity in equation 3,
E(H ,C) is the conditional entropy in equation 4 and in equation 5
E(H ) is the entropy of a cluster that contains n samples, nc ,h is the
cardinality of samples from cluster h allocated to class c , and nc and
nh are the cardinality of samples belonging to class c and cluster h



respectively. Given a classification model ζ (x) = y, x is the sample
with f eatures[f 1... f n] andy is the output label. If the completeness
score is closer to 1, the predicted y value entropy is closer to the
entropy of the actual y values. Therefore, the classification can rely
upon the feature which was used for the clustering process. A lower
score shows that the attribute is less significant in classification.

Algorithm 1: COMB
Input: X← Feature Set with n features f0, f1, ... fn−1

Y← Labels for all samples
1 score← [ ]
2 for i ← 0 to n − 1 do
3 K← countUnique( Y )
4 P← mKmeans( X[fi ] , K )
5 score[fi ]← meanOfHCV( Y , P )
6 end
7 X’← descending( score , X )
8 max← 0
9 for i ← 0 to n − 1 do
10 new← concat( new , X’[i] )
11 cv← [ ]
12 for train, test in S5FoldCV( new , Y ) do
13 prediction← RandomForest( X’[train] , Y[train] )
14 cv← concat( cv , prediction )
15 end
16 if mean(cv) >= max then
17 max← mean( cv )
18 else
19 new← removeLastColumn( new )
20 end
21 end

Output: X← new

V-Measure. Given the homogeneity score and the completeness
score, one may obtain the v-measure. The V-measure is the har-
monic mean of completeness and homogeneity. The mathematical
representation is [39] in equation 6:

V =
θ ·ψ

θ +ψ
· 2 (6)

where θ andψ refer to completeness and homogeneity respectively.
Random Forests. The most commonly used methods for deci-

sion trees are random forests [7]. During classification, the random
forest ensemble learning method creates multiple trees. The class
with the majority vote is the sample’s predicted class [25]. Random
forest scales for large datasets with many samples and features [26].
Since each tree is trained independent of the other, RF may take
advantage of multiprocessing to improve it’s running time. Because
of it’s speed, realtime face tracking applications have also utilized it
[52]. We have chosen to use this classifier in our method because of
it’s ability to scale with large datasets and utilize multiprocessing
to improve speed.

3.2 Our Approach
The proposed FS method’s framework is as follows:

Import
Dataset

Preprocessing

Feature
Engineering

Classification

Evaluation

Figure 1: Experiment Process

(1) For each feature, we predict classes for each sample using
a mini-batch k-means with X clusters. X is the number of
unique classes.

(2) We rank each feature using the average of v-measure, com-
pleteness, and homogeneity of the predicted classes with the
actual classes.

(3) We then use feature addition to verify whether adding the
next highest feature improves the accuracy.

(4) The method returns the subset, which presents the highest
accuracy with the stratified k-fold cross-validated random
forest model.

By using feature addition, our method should perform at a better
running time complexity than the compared methods in the best
case, which is when there is only one relevant feature in classifi-
cation. In recursive feature elimination, the worst case would be
O((d ∗ n)2) since RFE begins with the full set of features. With fea-
ture addition, the best case would beO(d ∗n) since feature addition
begins with one feature. This is the case where the number of fea-
tures is d , and the number of samples is n. Algorithm 1 shows our
hybrid FS COMB and Figure 1 depicts the experimental process of
the work.

4 EXPERIMENT
4.1 Datasets
We are experimenting with the following eleven datasets to test
our approach of FS. Criteo 1, Avazu 2, and Talking 3, and Sonar 4
are large datasets which have been used in Kaggle 5 competitions.
The University of California in Irvine machine learning repository
[12] hosts the rest of the datasets used in the experiments.

1https://www.kaggle.com/c/criteo-display-ad-challenge/data
2https://www.kaggle.com/c/avazu-ctr-prediction/data
3https://www.kaggle.com/c/talkingdata-adtracking-fraud-detection/data
4https://www.kaggle.com/c/sonar-data-set/data
5https://www.kaggle.com/kaggle



The entire UNSW-NB15 created by Cyber Range Lab of the Aus-
tralian Center for Cyber Security (ACCS) is a dataset that contains
two million network security samples [28]. We will experiment
with this dataset for both binary and multiclass classification. Table
1-2 shows the description of the datasets.

Table 1: Datasets for Binary Classification

Name Samples Features

Avazu 1,000,000 27
Breast Cancer 699 10
Ionoshpere 351 34
Spambase 4,601 57
Sonar 209 60
Talking 1,000,000 11
UNSW-NB15 2,540,047 43

Table 2: Datasets for Multiclass Classification

Name Samples Features Labels

Abalone 4,771 8 3
Gene 801 20,531 5
Iris 150 4 4
Lung Cancer 32 56 3
UNSW-NB15 2,540,047 43 10

4.2 Preprocessing
Preprocessing removes anomalies that would render data process-
ing difficult. All datasets will have their uninterpretable values
imputed with the most common value to prevent type errors. Since
the binary classification datasets contain a higher number of sam-
ples, the datasets for multiclass classification incorporates a data
normalization technique called standard scalar [16]. Standard scalar
transforms the values of each feature into a normal distribution to
prevent the classification algorithm from compensating for a high
variance of values. The equation for the imputed value is defined
as in 7:

S(ϵ) =
ϵ − ϵ̄

σ
(7)

where ϵ is the sample’s feature value, ϵ̄ is mean of the feature’s
values, and σ is the feature’s standard deviation.

According to S. et al., the Talking dataset has been reduced to
a million samples and maintains the original dataset class sample
ratio [40, 43, 44].

Since the UNSW-NB15 dataset will be used for both binary and
multiclass classification experiments, there will be extra steps in
the preprocessing. Before data normalization, samples with null
values were dropped because they were outliers. In preprocessing,
the socket information and IP address columns will be removed
to prevent an overfitted model. In order to identify the type of
intrusion for multiclass classification, the experimentation will only
include samples that are intrusion positive. For binary classification,
each sample will be labeled either intrusion positive or intrusion
negative.

Table 3: Previous Work’s Accuracy on the Binary UNSW-
NB15 Dataset

Study Method Accuracy

Primartha and Tama [38] Random Forest 95.5%

Moustafa and Slay [29]
Naive Bayes 79.50%
Linear Regression 83.00%
Expectation-Maximization 77.20%

Belouch et al. [6]

Random Tree 86.59%
Naive Bayes 80.40%
RepTree 87.80%
Artificial Neural Network 86.31%
Decision Tree 86.13%

Al-Zewairi et al. [1] Deep Learning 98.99%

Faker and Dogdu [13]
Gradient Boosted Tree 97.92%
Random Forest 98.86%
Deep Neural Network 99.19%

Our Work COMB 99.79%

Table 4: Previous Work’s Accuracy on the Multiclass UNSW-
NB15 Dataset

Study Method Accuracy

Belouch et al. [6]

Random Tree 76.21%
Naive Bayes 73.86%
RepTree 79.20%
Decision Tree 78.73%
Artificial Neural Network 78.14%

Our Work COMB 89.95%

In many most datasets, the number of samples among classes is
not equal. This a problem for some classification methods such as
support vector machines, backpropagation neural networks, and
Bayesian networks [51]. Therefore any dataset used for classifica-
tion should be balanced for optimal results. Decision tree classifica-
tion methods such as random forests have a bias towards the class
with the majority of samples [50]. If there is a class with fewer sam-
ples, the classification algorithm will often classify those samples
incorrectly. A standard solution to this problem is the Synthetic
Minority Oversampling Technique (SMOTE) [10]. To increase the
samples of the minority class, SMOTE takes the k-nearest neighbors
of each sample using euclidean distance and takes the number of
nearest neighbors needed to balance the data. Finally, the new sam-
ples are then generated using a sample and its k-nearest neighbors.

4.3 Experimental Setup
All of the experiments were performed in Python language using
scikit-learn library [36]. The experiments on the smaller datasets
were conducted on Google Collaboratory6. For experiments on

6https://research.google.com/colaboratory/faq.html



Table 5: Our Results on Multiclass Datasets

Type Dataset Method Accuracy Precision Recall F1 ROC_AUC Features

Multiclass

Abalone

COMB 57.51% 57.07% 57.51% 56.60% 68.13% 7
HRFE 56.24% 55.70% 56.24% 55.24% 67.18% 8
RFRFE 56.24% 55.70% 56.24% 55.24% 67.18% 8
None 56.24% 55.70% 56.24% 55.24% 67.18% 8
SVMRFE 55.78% 55.25% 55.78% 55.04% 66.84% 6

Gene

COMB 99.80% 99.81% 99.80% 99.80% 99.88% 19
RFRFE 99.80% 99.81% 99.80% 99.80% 99.88% 4262
None 99.67% 99.68% 99.67% 99.67% 99.79% 20531
HRFE 99.40% 99.41% 99.40% 99.40% 99.63% 20226

Iris

COMB 97.33% 97.58% 97.33% 97.33% 98.00% 2
None 96.00% 96.34% 96.00% 95.98% 97.00% 4
SVMRFE 94.67% 95.18% 94.67% 94.62% 96.00% 2
RFRFE 94.67% 95.18% 94.67% 94.62% 96.00% 2
HRFE 94.00% 94.34% 94.00% 93.96% 95.50% 3

Lung Cancer

COMB 90.00% 93.44% 90.00% 89.16% 92.50% 4
HRFE 76.67% 83.56% 76.67% 74.32% 82.50% 9
RFRFE 76.67% 77.33% 76.67% 74.43% 82.50% 9
SVMRFE 76.67% 75.11% 76.67% 76.67% 82.50% 13
None 58.89% 57.89% 58.89% 54.56% 69.17% 56

UNSW-NB15

COMB 89.95% 90.32% 89.95% 88.69% 94.03% 14
RFRFE 89.15% 88.94% 89.15% 88.30% 93.33% 6
HRFE 86.25% 85.50% 86.25% 85.45% 89.41% 17
None 83.74% 84.06% 83.74% 83.04% 85.72% 43

more massive datasets, we used Florida International University’s
"Flounder" serverwith a 64 core AMDOpteron Processor and 504GB
of RAM. GitHub link to our work is available in the footnote7

For each dataset, we analyze performance with stratified 5-fold
cross-validation on the random forest classificationmethodwith ten
trees in the forest. Random forest is an ensemble method commonly
used in classification [31]. The balance of samples for each class is
preserved for every fold. We evaluated accuracy, precision, recall,
F1-score, the cardinality of features, and ROC-AUC.

5 RESULTS AND DISCUSSION
In the gene dataset, COMB significantly reduced the number of
features for the selected feature subset while maintaining an in-
crease of accuracy. As mentioned in section 3, our method uses
feature addition. Using feature addition instead of recursive feature
elimination, COMB significantly reduced the average number of
features in each iteration of cross-validation in the wrapper section
of our hybrid method. Because of this, we may expect the high-
est accuracy and optimized speed of classification using COMB’s
selected features.

In the Avazu and talking dataset, the control case and HRFE have
the same features, yet they have different accuracy. This may be
attributed to RF and the number of trees. In each tree, a subset of
columns in the dataset is selected at random. Before HRFE begins
recursive feature elimination, it sorts the columns in descending

7https://github.com/thejasgs/COMB

order by homogeneity score. Since the columns are rearranged
and have different indexes, the classifier’s trees are will not always
select the same columns; the final performance analysis accuracy
varies between the methods. In future work, we hypothesize that
the optimal number of trees in a random forest is found when the
columns can be rearranged, and the accuracy stays constant.

In the breast cancer dataset, the control case held the highest
accuracy, yet COMB maintained the metrics of the control case
and reduced it’s features. Since the creators of the dataset have
optimized the dataset with ten features, there are fewer opportuni-
ties to optimize classification with feature selection methods. The
experiment for the breast cancer dataset shows that COMB may
maintain the highest performance in datasets with little room for
optimization and few features.

In all of datasets, as shown in Table 5-6, COMB performed the
highest because of its hybrid approach by combining filter and
wrapper capabilities. It improves upon the wrapper by utilizing
stratified five fold cross-validation with a feature addition. The filter
method also is improved by taking the average of clustering metrics
after mini-batch k-means clustering.

As shown in Table 3 and 4, our method exceeds the accuracy of
existing works on the UNSW-NB15 dataset.

6 CONCLUSION
After reviewing the advantages and disadvantages of existing ap-
proaches, we present a hybrid method that utilizes clustering for



Table 6: Our Results on Binary Datasets

Type Dataset Method Accuracy Precision Recall F1 ROC_AUC Features

Binary

Avazu

COMB 86.85% 89.15% 86.85% 85.83% 86.85% 20
None 86.63% 88.81% 86.63% 85.70% 86.63% 27
RFRFE 86.58% 88.75% 86.58% 85.65% 86.58% 23
HRFE 86.55% 88.77% 86.55% 85.59% 86.55% 27

Breast Cancer

None 97.38% 97.40% 97.38% 97.38% 97.38% 10
COMB 97.38% 97.40% 97.38% 97.38% 97.38% 8
SVMRFE 97.27% 97.30% 97.27% 97.27% 97.27% 8
RFRFE 97.06% 97.12% 97.06% 97.06% 97.06% 8
HRFE 96.62% 96.64% 96.62% 96.62% 96.62% 9

Ionoshpere

COMB 93.33% 93.60% 93.33% 93.32% 93.33% 10
None 92.67% 92.81% 92.67% 92.66% 92.67% 34
RFRFE 92.67% 92.80% 92.67% 92.66% 92.67% 23
HRFE 92.67% 92.96% 92.67% 92.64% 92.67% 27
SVMRFE 92.00% 92.16% 92.00% 91.99% 92.00% 23

Sonar

COMB 79.78% 80.04% 79.78% 79.74% 79.74% 9
HRFE 75.25% 75.80% 75.25% 75.04% 75.26% 7
SVMRFE 73.45% 73.66% 73.45% 73.17% 73.44% 59
RFRFE 68.07% 68.34% 68.07% 67.80% 68.02% 50
None 66.26% 66.62% 66.26% 65.79% 66.28% 60

Spambase

COMB 93.24% 93.55% 93.24% 93.22% 93.24% 30
HRFE 92.95% 93.48% 92.95% 92.90% 92.95% 55
RFRFE 92.75% 93.36% 92.75% 92.70% 92.76% 37
SVMRFE 92.31% 92.88% 92.31% 92.25% 92.31% 47
None 92.16% 92.82% 92.16% 92.10% 92.17% 57

Talking

COMB 97.91% 97.97% 97.91% 97.91% 97.91% 9
RFRFE 97.48% 97.55% 97.48% 97.48% 97.48% 6
None 63.12% 74.00% 63.12% 57.01% 63.12% 11
SVMRFE 63.12% 74.00% 63.12% 57.01% 63.12% 11
HRFE 62.82% 73.26% 62.82% 56.20% 62.82% 11

UNSW-NB15

COMB 99.76% 99.77% 99.76% 99.76% 99.76% 9
None 93.99% 96.25% 93.99% 93.40% 93.99% 43
HRFE 93.96% 96.18% 93.96% 93.38% 93.96% 3
RFRFE 91.15% 95.30% 91.15% 89.00% 91.15% 28

feature ranking and cross-validation. Our method uses the average
of completeness, homogeneity, and v-measure metrics to score the
mini-batch k-means clustering. Once the method ranks the feature,
the method examines whether the next highest-ranked feature im-
proves the classification through feature addition with stratified
5-fold cross-validation. If adding the feature improves classification,
the feature is included. This method allows for faster FS on datasets
with many features. Following the introduction of how our method
works, we tested our method, existing methods, and a control case
on 11 datasets for binary and multiclass classification. In the re-
sults of our experimentation, COMB selected the least number of
features that provide the classifier with the highest prediction ac-
curacy for most of the datasets. In future work, our method may
dynamically choose the optimal number of trees in the classifier
for higher accuracy and continue to optimize the speed of FS.
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